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Abstract

The explosion of healthcare data in distributed medical facilities provided an unprecedented
opportunity to create reliable artificial intelligent models, yet the trade-off for privacy has been
unavoidable. In this paper, we present Adaptive-DP-FL, a federated learning framework tailored for
healthcare applications integrating adaptive differential privacy methods. Our framework tackles
three key challenges: (1) achieving clinically acceptable model accuracy under privacy constraints;
(2) controlling communication overhead in healthcare networks that have limited bandwidth; and (3)
reaching fair levels of performance across a diverse collection hospital data distributions. We
introduce a dynamic budget allocation where the magnitude of noise injection scales according to
gradient sensitivity and training convergence measures, resulting in 34% accuracy improvement over
fixed- budget differential privacy strategies at matched privacy guarantees (¢=1.0). We also present
a hierarchical privacy-preserving aggregation protocol and TopK-DP gradient compression, which
decrease the. communication overhead by 87.3% without degradation to model quality.
Comprehensive experimental results on five real-world healthcare datasets with 511,893 patient
records show that Adaptive-DP-FL achieves AUC-ROC of 0.923 for the task of mortality prediction,
which reflects a performance degradation by only 2.1% compared to its centralized baselines; and
guarantees formal (g,0)-differential privacy.

Keywords: Federated learning®, Differential privacy?, Healthcare AlI°, Privacy-preserving machine
learning®, Distributed systems®, Medical informatics®

1. Introduction

The rapid rise of electronic health records (EHRs) and medical imaging data has offered unparalleled
opportunities in developing advanced artificial intelligence approaches for improving clinical decision making,
predicting patient outcomes, and optimizing healthcare delivery [9]. However, since medical records are
sensitive and legal frameworks like HIPAA [13], GDPR [6] and also local healthcare privacy laws impose
limitations on centralized data aggregation and model training, the way for this vision is still long the check
whether these constraints will come to an end in the near future, thus there’s something to hope that health care
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has a 3. externalized model as those discussed previously. These considerations have given rise to interest in
federated learning (FL): a distributed machine learning paradigm that enables collaborative model training while
preserving the data locality across partnering institutions [13]. Although federated learning provides
architecturally privacy by decoupling data from the models, it has been shown that model updates sent during
FL training can reveal information about private training data [14]. Risk factors in the context of healthcare is
the potential patient data being leaked intrinsically, due to explicit and implicit information retrieval along with
guilt inference attacks, model inversion and gradient leakage attacks etc. [15]. Differential privacy (DP) has
become the gold standard for achieving mathematically strong privacy guarantees, but straightforward
application of DP mechanisms in a federated learning scenario frequently leads to large accuracy reductions
which are unacceptable, especially in medical settings where model safety can have a direct impact on patient
lives [16]. In this paper, we propose Adaptive-DP-FL, the complete solution-designed to balance the trade-off
between privacy and model utility in federated healthcare Al. Our contributions are threefold [17]. First, the
work presents a dynamic privacy budget allocation method that smartly distributes total privacy budget among
training rounds through gradient sensitivity statistics and convergence checks amazingly improving trade-offs
between accuracy and privacy w.r.t. to constant budget allocation strategies. Second; we present a hierarchical
privacy-preserving aggregation protocol that integrates secure multi-party computation with differential privacy
to achieve defense-in-depth against different forms of attack vectors [18]. Third, we propose TopK-DP, a
gradient compression approach that not only alleviates. the communication cost but also realizes privacy
amplification using sparsification which facilitates computation.in bandwidth-limited healthcare networks [19].

2. Literature Review

2.1 Federated Learning in Healthcare

Federated learning has been proposed in'by McMahan et al. FedAvg algorithm showing that it is possible to
train deep neural networks on distributed devices such as mobile phones without the need of downloading the
raw data [1]. Further works have generalized FL to.medical domain, for instance Sheller et al. (2) showing
success in multi-institutional brain. tumor segmentation.at 99% of centralized performance [2]. Rieke et al.
present a thorough review on FL applications in medicine and reveal several crucial issues such as data
heterogeneity, communication efficiency, and privacy protection [3]. Recent work by Dayan et al. proved FL in
the settingof COV.ID-19 diagnosis at 20 institutions and laid out realistic paths for deployment [4].

2.2 Differential Privacy Mechanisms

Formalized by Dwork et al., differentially private mechanisms offer strong mathematical guarantees controlling
information revealed about individual records [5]. Abadi et al. proposed DP-SGD, which allows for the
differentially private training of deep learning models by using certificates around users’ noise and gradient
clipping [6]. Geyer et al. applied DP to federated learning analyzing the privacy amplification effect of client
subsampling [7]. Among recent results there is the Rényi differential privacy framework of Mironov giving a
tighter privacy accounting for iterative mechanisms [8].

Table 1: Comparison of Privacy-Preserving Federated Learning Approaches

Method Privacy = Accuracy Comm. Eff. Healthcare Adaptive €
FedAvg [1] None High Medium v X
DP-FedAvg [7] (,0)-DP  Low Medium X X
PATE-FL [10] (,8)-DP  Medium Low X X
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LDP-Fed [11] &-LDP Low High X X
Ours (e,0)-DP  High High v v

3. Methodology
3.1 Problem Formulation

Consider a federated learning system comprising K healthcare institutions, each possessing a local dataset Dy
containing ni patient records [20]. The objective is to collaboratively train a global model parameterized by 6
that minimizes the empirical risk across all institutions while satisfying (&,8)-differential privacy constraints
[21]. The optimization problem can be formulated as minimizing the weighted sum of local losses subject to the
constraint that the mechanism M satisfies (¢,5)-differential privacy [22].

3.2 Adaptive Privacy Budget Allocation

Unlike conventional approaches that allocate uniform privacy budgets across training rounds, our adaptive
mechanism dynamically adjusts noise injection based.on gradient sensitivity and training dynamics [23]. We
define the per-round privacy budget & as a function ‘of three factors: gradient magnitude indicating information
content of updates, loss curvature measuring training. stability, and remaining budget proportion ensuring
privacy guarantee satisfaction [24]. The allocation follows & = € base X (1 + o x S(gy)) * B(t), where S(g) is a
normalized sensitivity score and B(t) is a decay function ensuring‘budget exhaustion by training completion
[25].

Privacy-Utility Trade-oft (£ v8 AUC-ROC)

Figure 1: Privacy-utility trade-off comparison showing AUC-ROC performance across different privacy
budget (g) values. Our Adaptive-DP method (blue solid line) consistently outperforms fixed-¢ DP-SGD
(red dashed) and PATE (purple dashed), achieving 0.923 AUC-ROC at &=1.0 compared to 0.789 and
0.756 respectively.

3.3 TopK-DP Gradient Compression

To tackle the communication overhead in healthcare networks, we propose TopK-DP, a gradient compression
method that not only reduces bandwidth requirement but also amplifies privacy. The mechanism picks the top K
components of gradients by absolute value, adds the differential privacy noise to these selected components, and
sends only the sparse representation. Privacy amplification appears because the selection procedure itself hides
information on unselected factors [26].
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Figure 2: Comparison of communciation costs between different transmission methods of the gradient.
Our TopK-DP reduces the communication cost by.87.3% (108 MB/round) compared with transmitting
full gradients (847 MB/round) with no accuracy loss.

4. Experimental Setup

4.1 Datasets

We validate our approach with five real-world healthcare datasets across clinical domains and data modalities
[28]. The MIMIC-III dataset comprises 53,423 ICU admissions with rich clinical attributes from vital signs,
laboratory values, medications.to clinical notes. The elCU Collaborative Research Database consists of 200,859
ICU admissions from 208 haospitals throughout the United States [27]. The PhysioNet 2019 Sepsis Challenge
data contains a total of 40,336 patient visits for early sepsis prediction. We also use two resulting proprietary
datasets from partner hospitals (Hospital-A: 127,845 records and Hospital-B: 89,432 records) to examine
practical deployment scenarios [29].

Table 2: Healthcare Dataset Statistics and Characteristics

Dataset Patients Features Mortality Missing Years Source
MIMIC-1I 53,423 714 11.2% 23.4% 2001-12 Public
elCU 200,859 542 9.8% 31.2% 2014-15 Public
PhysioNet 40,336 40 7.3% 18.7% 2019 Public
Hospital-A 127,845 623 8.9% 15.2% 2018-23 Private
Hospital-B 89,432 587 10.4% 19.8% 2017-23 Private

5. Results and Analysis
5.1 Overall Performance Comparison

Table 3 illustrates the overall performance comparison among compared baselines and our proposed method.
The performance gain from Adaptive-DP-FL is further illustrated in mortality prediction tasks, where at €= 1.0
the AUC-ROC achieves 0.923 (only 2.1% lower than the centralized baseline of 0.944). On the other hand,
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vanilla DP-FedAvg with fixed privacy budget allocation obtains 0.789 AUC-ROC at the same level of privacy
budget, indicating significantly better utility from our adaptive approach (34% relative improvement in terms of
the gap between accuracy and privacy).

Table 3: Performance Comparison Across Methods (AUC-ROC * Std)

Method ¢  Mortality Readmission LOS (R?)

Centralized (No DP) o 0.944 +0.008 0.891 £ 0.012 0.847 + 0.015
FedAvg (No DP) o 0.931+0.011 0.878 + 0.014 0.831£0.018
DP-FedAvg [7] 1.0 0.789 +0.023 0.721+0.028 0.654 £ 0.031
PATE-FL [10] 1.0 0.756 + 0.027 0.698+0.031.«  0.621 + 0.034
Adaptive-DP-FL (Ours) 1.0 0.923 +0.009 0.867 £ 0.013 0.812 £ 0.016

Training Convergence Comparison

w— Adaptive-DP-FL (¢

== we FedAvg + DP-SGI
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AUC-ROC

Communication Rounds

Figure 3: Training convergence comparison showing AUC-ROC evolution over 200 communication
rounds. Adaptive-DP-FL achieves faster convergence (reaching 0.90 AUC-ROC by round 80) compared
to baseline methods; attributed to intelligent privacy budget allocation during early training phases.

5.2 Privacy Budget Analysis

Figure 4 illustrates the adaptive privacy budget allocation strategy over training rounds [30]. Unlike fixed
allocation that distributes budget uniformly (/T per round), our approach front-loads privacy spending during
early training phases when gradients carry maximum information, then progressively reduces noise injection as
the model converges [31]. Analysis shows that approximately 65% of the total privacy budget is consumed in
the first 40% of training rounds, aligning with the observation that early-stage gradients contribute
disproportionately to final model quality [32].
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Figure 4: Privacy budget allocation strategy — cumulative consumption of € over training rounds. The
adaptive approach (blue) spends more on privacy early on compared to fixed allocation (red dashed),
leading to better model utility for the same total privacy budget.

5.3 Per-Hospital Performance Analysis

Healthcare information is highly heterogeneous between different institutions because of differences in patient
populations, clinical practice, and ways to collect the data. We plotted per-hospital task performance in Figure 5,
which shows that despite the heterogeneity of these hospitals, Adaptive-DP-FL ensures high task performance
across all contributing institutions. Crucially, the standard deviation of AUC-ROC across hospitals is just 0.012
in mortality prediction as-opposed to 0.034 with standard DP-Fed Average suggesting our adaptive technique
leads to fairer model performance-a necessity for fair healthcare Al deployment.

0.41

AUC-ROC |/ R? Score

0.00

MIMIC-II

elCu

Per-Hospital Task Performance

B voraiiy rediction

. Readmission

. Length of Stay

PhysioNet Hospital-B
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Figure 5: Per-hospital task performance (with DVHs inserted to highlight patient data agreement) for
three clinical tasks (mortality prediction in blue, readmission in red, and length of stay prediction in
green). Low variance (6=0.012) reaches a balance of performance distribution.

223 |Page
wWww.mjapjournal.com

2025/MJAP/09/0070


http://www.mjapjournal.com/

(ﬁ §@° Multidisciplinary Journal of Academic Publications

‘< PQ’.? ISSN (Online): 3107-538X

=) Bl s Vol. 01, Issue 02, November — December 2025
MUAP

5.4 Ablation Study

The effectiveness of each component in the proposed framework is quantized by ablation study and results are
shown in Table 4 and Figure 6. AUC-ROC degrades by 5.6 percentage when adaptive ¢ allocation is removed,
demonstrating that intelligent privacy budget utility plays a critical role. The hierarchical aggregation protocol
introduces 3.2% percentage points from gradient improvement and resistance of attack. As for TopK-DP
compression, communication efficiency (87.3% reduction) and marginal accuracy improvements (0.4
percentage points) can be achieved with implicit regularization effects of gradient sparsification.

Table 4: Ablation Study Results on Mortality Prediction

Configuration AUC-ROC JFA AUC Comm. (MB)
Full Adaptive-DP-FL 0.923 + 0.009 o= 108

w/o Adaptive ¢ Allocation 0.867 £ 0.018 -5.6% 108

w/o Hierarchical Aggregation 0.891 + 0.014 -3.2% @8

w/o TopK-DP Compression 0.919 +0.010 -0.4% 847

Baseline DP-FedAvg 0.789 + 0.023 -13.4% 847

Ablation Study Results

Full Framework 0.923
wio Adaptive £ 0.867
wio Hierarchical Agg. 0.891
wifo TopK-DP 0.884
Baseline DP-Fedavg 0.789

021 042
AUC-ROC Score

Figure 6: Ablation study analysis illustrating the influence of different component of framework. Highest
individual gains are given by adaptive ¢ allocation (+5.6%), hierarchical aggregation (+3.2%) and TopK-
DP compression (+0.4%6).

5.5 Multi-Metric Performance Summary

In Figure 7, we present a detailed multi-attribute comparison of Adaptive-DP-FL with baseline DP-FedAvg
over six performance modes. Our system makes significant advancements over all baselines, especially in
communication efficiency (87.3% improvement), convergence speed (41.7% faster to reach 0.90 AUC-ROC)
and privacy-normalized accuracy (defined as AUC-ROC x ¢). These results demonstrate that Adaptive-DP-FL
is a balanced solution to the multi-faceted challenges of privacy-preserving healthcare Al.
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Multi-Metric Performance Comparison
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Figure 7: Performance comparisonin multiple metrics between Adaptive-DP-FL (blue) and baseline DP-
FedAvg (red) insix crucial dimensions. We show that our framework outperforms in all diagnostics,
especially communication efficiency and convergence speed.

6. Discussion

We empirically show that Adaptive-DP-FL can strike a balance between privacy preservation and model utility
in federated healthcare Al. 34%) had a much better tradeoff compared with fixed-budget methods, indicating
that intelligent. redistribution of privacy budget is essential for practical deployment. Our investigation
demonstrates that early training rounds are heavily weighted toward final model quality, hence motivating the
front-loaded budget allocation. The consistently good performance on diverse hospital datasets means there
should be robustness to distribution shifts, one of the primary concerns with multi-institutional collaborations in
healthcare. Several limitations warrant discussion. First, our current implementation is based on the honest-but-
curious threat model: its. extension to full-fledged Byzantine-robust settings with malicious parties is an
immediate line of future work. Second, although we prove effectiveness on tabular EHR data, application to
medical imaging and clinical notes needs architectural changes. And third, you need to choose the privacy
budget in advance based on risk tolerance within your institution, which certainly calls for technical and
compliance staff to work together. Though limited, Adaptive-DP-FL is an important step toward deployable
privacy-preserving health Al.

7. Conclusion

This paper presented Adaptive-DP-FL, a comprehensive framework for privacy-preserving federated learning in
healthcare applications. Our contributions include: (1) an adaptive differential privacy mechanism achieving
34% accuracy improvement over fixed-budget approaches at equivalent privacy guarantees (¢=1.0); (2) a
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hierarchical privacy-preserving aggregation protocol providing defense-in-depth; and (3) TopK-DP gradient
compression reducing communication costs by 87.3%. Experiments across five healthcare datasets comprising
511,893 patient records demonstrate that Adaptive-DP-FL achieves 0.923 AUC-ROC for mortality prediction—
within 2.1% of centralized baselines—while providing formal (¢,8)-differential privacy guarantees. Our method
sets new state-of-the-arts for privacy-preserving medical Al, and it builds a solid groundwork for real-world
inter-institutional healthcare cooperation. Future work will focus on different medical imaging modalities and
the investigation of Byzantine-robust aggregation protocols for adversarial scenarios.
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